
Combatting Phishing Attacks in the Internet of Things 

(IoT) 

Hafsa Rafique, Reamsha Khan 

University of Management and Technology, Lahore, Pakistan 

 

Correspondence: 

Saad Abdullah: reamshakhan1122@gmail.com 

Article Link: https://www.brainetwork.org/index.php/jcai/article/view/29 

DOI: https://doi.org/10.69591/jcai.1.2.4 

 

 

Volume 1, Issue 2, 2023 

Funding 

No 

Copyright 
The Authors 

Licensing 
 

 
licensed under a Creative Commons 
Attribution 4.0 International License. 

Citation: Rafique, H., & Khan, R. (2023). 

Combatting phishing attacks in the internet of 

things (IoT), Journal of Computing and 

Artificial Intelligence, 1(2), 42-59. 

 
Conflict of Interest: Authors declared no Conflict of 

Interest 

Acknowledgment: No administrative and technical 
support was taken for this research 

Article History 

Submitted: Sep 08, 2023 
Last Revised: Oct 12, 2023 

Accepted: Nov 28, 2023 

 

 

 

 

An official Publication of 

Beyond Research Advancement & 

Innovation Network, Islamabad, Pakistan 

mailto:reamshakhan1122@gmail.com
https://www.brainetwork.org/index.php/jcai/article/view/29
https://doi.org/10.69591/jcai.1.2.4
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/


Combatting Phishing Attacks in the Internet P a g e | 43 

Journal of Computing and Artificial Intelligence Volume 1, Issue 2, 2023 

 

 

Combatting Phishing Attacks in the Internet of Things 

(IoT) 

Hafsa Rafique1, Reamsha Khan1, 

1University of Management and Technology, Pakistan 

Abstract 

Phishing is the most popular and substantial Internet risk today’s era, in 

which attackers attempt to obtain business credentials by using malware or 

social engineering. The capability to identify phishing attacks with great 

precision has always been a great issue. Recent progress in phishing 

detection procedures has caused the development of several new methods 

that are specially built for phishing detection when accuracy is critical. The 

phishing problem is extensive because there are many ways to carry out 

such an attack, suggesting that one solution will not be enough. 

Keywords: phishing attack; prevention techniques; phishing stages; 

countermeasures; 

Introduction 

Phishing is a different kind of network-attack in which the invader makes 

duplication of a current Web page to trick consumers into filing individual, 

commercial, or key data to what they consider is their service provider's 

Online platform (e.g., through specially designed e-mails or instant 

messages). Phishing scams have received significant attention in recent 

years, a significant danger to worldwide Internet security. Phishing [1] is an 

automated identity theft scheme that makes use of human nature and the 

Internet to trick millions of people and steal significant sums of money. In 

the 4th month of 2004, the IT industry research Gartner assessed that 

1.8000,000 Americans had already submitted their personal information to 

phishers. The main goal of these campaigns is to exploit system 

weaknesses, which can be either technical or due to user ignorance, which 

implies that researchers must defend against these attacks on both a 

technical and a user level. 
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Phishers take advantage of the human tendency to overlook vital 

warning messages. The lack of public awareness regarding phishing attacks 

are also one of the key reasons why phishing attacks have been as successful 

as shown in the Fig below. Phishers' goal is to expose connected gaps to 

perform successful outbreaks whenever a researcher arises with a procedure 

to avoid these attacks. The following are the incentives behind these events: 

Login authorization theft: 

The phisher uses fake electronic mail as a cautioning notice to change 

passwords and provides a link to snip login details from users of online sites 

such as Amazon, and Gmail. 

Banking credentials theft: 

Online login credentials and credit cards details such as card number, 

expiration and issuance dates, cardholder's name, CVV number, and other 

famous financial intermediaries such as PayPal. Collecting Info: Info 

corresponding to email and phone numbers is required through straight- 

promoting firms. 

Figure 1 

Phishing Attack 
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Literature Review 

According to a review of the literature, there are several phishing classes 

and anatomies. The author provides a summary of phishing techniques, but 

fails to identify vectors and the situations in which they arise. [2] [3] 

classifies attack initiation strategies, victim data gathering techniques, and 

attack communication channels; though, the research creates no attempt to 

classify anti-phishing techniques. Author [4] focused primarily on 

countermeasures and categorized them according to where they were used. 

In their consideration of client-server authentication mechanisms, they also 

neglect the impact of the communication medium. [5] 

Server-side, browser-side, and online training anti-phishing solutions are 

all dependent on the system architecture. The classification of tactics, on the 

other hand, is far too broad to be useful. In an email, the author [6] presents 

a countermeasure categorization scheme, however, they disregard 

additional attack settings. This paper [7] presents a comprehensive picture 

of technical phishing defenses without taking into consideration emerging 

communication platforms and developing attack strategies that ended the 

last few years. Although the first to completely analyze the subject of 

phishing and give a framework for researching the attack and its defenses, 

this author [7] was the first to provide a framework for investigating the 

bout and its resistance. Instead of focusing on attack stages, the current 

study examines countermeasures for phishing strategies. Existing research 

on countermeasures has concentrated on phishing problems in specific 

communication media without methodically assessing the sharing of 

countermeasure groups across statement media, according to our literature 

assessment. For example, divide anti-phishing strategies used on websites 

into 3 categories: browser plugins and anti-phishing toolbars, digital 

signature and trust dissemination systems, and content-based detection tools 

[8]. 

Phishing Methodology 

This method is divided into 5 stages: 

Stage A: The target group or a single individual is chosen, and the setup 

and planning process begins. It's up to them at that point to learn more about 
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the company and its network. It may be done by going to the site in person 

or by watching the network activity. The next step is to set up the bouts 

through a manual technique, such as a website or email with malicious 

hyperlinks that can redirect the victim to a phoney web page. 

Step B: This stage is used to direct these faked emails to their intended 

recipients, such as acting as a reputable financial institution and asking that 

the client update particular information immediately by clicking on a 

dangerous link. Emails may be sent to identify employees of a company. 

Step C: When the victim goes on the false link, all these malwares is 

installed on the system, allows hackers to take control of the machine and 

modify its settings, or change access permissions. In rare cases, it may 

redirect to a bogus website that requires authentication. 

Step D: The required data is recovered after hackers get a link to the 

user's device, and if the employer provides the attacker with his account 

information, the attacker may now access the user's account. 

Step E: The phisher eliminates all evidence, including the false website 

accounts, after obtaining the required information. They also keep note of 

how far their attack progressed in order to improve future strikes. 

Methods & Techniques of Phishing 

Phishing as a whole may be divided into 3 components: 

1. Medium 

2. Vector 

3. Technical approach 

Some directions are only suitable for specific media, although some 

technological techniques are only appropriate for specific attack 

trajectories. The vector is the opportunity of the bout and is typically 

mandatory by the medium. The medium used by an attacker to 

communicate with their victims is known as the phishing attack. This type 

of attack is usually carried out through social engineering techniques and 

attack methods such as cross-site scripting. In order to increase their 

chances of success, the attacker typically uses these techniques in 

combination with other methods. 
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A. Medium: 

In phishing attacks, the medium is the 1st thing to study. The medium 

controls the categories of techniques are used. The tool in which an attacker 

cooperates with the objective is mentioned as the media. There are 3 

primary media via which this contact might occur: 

1. Speak 

2. SMS/MMS 

3. Internet 

The best popular method for people to connect and express info is 

through ability to speak, which includes speaking and the use of language. 

It is frequently specified that the use of words is what differentiates one 

person from another. As a result, this medium is used to trick people into 

revealing personal info to others. SMS is type of communication entails 

sending brief messages via a mobile. MMS evolved from this, allowing the 

transmission of content other than writing, such as pictures, videos, or 

auditory samples. This medium offers phishers a variety of handy ways to 

communicate with targets and obtain their personal information. 

The internet is the final media to be evaluated. The internet's always- 

changing and expanding nature means that new channels of communication 

are being invented, from its origin as the ARPANET [9]. This collection of 

message techniques is conveniently accessible in one place and includes 

anything from electronic mail to Instagram, which permits phishers to 

"hook" potential victims [10]. 

B. Vectors 

These are defined over the medium exploited through the invader. As shown 

in the figure below. 
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Figure 2 

Medium and Vectors 
 

 

C. Vishing 

This phishing technique, known as vishing, utilizes voice 

communication. While using a phone for fraudulent activities is not a novel 

concept, it has become more prevalent with the advent of voice over IP 

(VoIP) technology. Vishing takes advantage of the ability to spoof phone 

numbers, making calls appear to originate from legitimate sources. VoIP 

enables the masking of the caller's actual location, thereby deceiving 

victims into sharing sensitive information. Because of the low cost of calls, 

there are a variety of reasons why this type of phishing is effective, for 

example: 

1. Acceptance of automatic phone systems (automation). 

2. Call centers: due to the widespread usage of call centers, individuals 

have grown familiar with outsiders get in touch and bidding personal 

information. This also makes phishers with external inflections less 

doubtful. 

3. Target age: a bigger part of the worlds can be extended by mobile 

than by electronic mail. 

D. Smishing Vector 
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The vector of smishing is SMS [11] as a communication channel. This 

is when phishing assaults are carried out through a short message service. 

This procedure is used in 2 different ways. The 1st tactic requires transfer a 

message pretending as a reliable authority (e.g., bank, etc.). After that, the 

target is sent to a forged website or contact number, where they are 

requested to login or provide personal information. As soon as this occurs, 

attackers can take use of the information they've gathered. The alternative 

method comprises sending a victim a Text with infection or a link to a 

malware-infected website. The phisher may then carry out their attack, 

which might entail anything from gathering the target's contacts and 

messages to setting up a botnet or acquiring access to authentication codes 

for logins or transactions once the malware has been installed. 

E. Email 

The internet, naturally, is the media that has the broadest diversity of 

flight path. E-mail is the 1st vector to consider (email). This attack vector 

sends specially produced emails to target users, persuading them to do 

events that will give the attacker access to their personal information. 

Besides, it conceals the sender's geographic location. When exploiting this 

vector, phishers can use a variety of technological tactics, such as address 

spoofing and so on. Also, it conceals the sender's geographic location. When 

exploiting this vector, phishers can use a variety of technological tactics, 

such as address spoofing and so on. As it shown below. 

Figure 3 

Email Phishing 
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Phishing Attack Approaches 

A phisher must first investigate their victim to generate high-quality 

phishing emails that are relevant to the target. A phisher can accomplish this 

aim in a variety of ways. The first is browser sniffing, which determines 

which websites the target usually visits by measuring access time. Cookies, 

DNS cache, and URLs are all investigated. If the access time for a given 

resource is too short, if the site is brief, the target is likely to visit it 

frequently. The attacker must sniff this data to gain access to it. To embed 

JavaScript, you must first utilize a website with advertising or another 

method. For example, a Hyper (HTML) email sends a script that will notify 

the phisher of the attack. Site accessibility times. The phisher may now 

create an email to seem as though it came from a site the victim is 

acquainted with using this information. 

A. Categories of Phishing Attack detection 

1. Deep learning 

2. Machine learning 

3. Scenario-based 

4. Hybrid learning 

1. Deep learning 

Recent advancements in deep learning (DL) methodologies suggest that 

the categorization of phishing websites using deep neural networks (NN) 

should outperform conventional machine learning (ML) methods. DL 

approaches such as feed-forward deep neural networks and convolutional 

neural networks (CNN) have been employed for cybersecurity intrusion 

detection. 

In a study by the authors [12], they proposed an anti-phishing framework 

relying on a DL-based phishing detection model implemented at the Internet 

Service Provider (ISP) level to ensure comprehensive security. They 

utilized enhanced dynamic rule induction [13], which they claim is the first 

machine learning and deep learning algorithm used as an anti-phishing tool. 

Additionally, Mao et al. developed a learning-based approach for selecting 

page layout comparisons to identify phishing sites. They established rules 

and constructed a phishing page classifier using traditional learning 
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algorithms such as Support Vector Machines (SVM) and Decision Trees 

(DT) to analyze page layout aspects effectively. 

Regarding datasets, the author [14] provided the largest dataset, 

comprising 1528 phishing websites, followed by Open Phish with 613 

phishing websites, Alexa with 1600 legitimate websites, payment gateway 

with 66 valid websites, and top banking websites with 252 legitimate 

websites. Tests were conducted on various datasets, including one obtained 

from [source], which contained 2000 web content entries (1000 phishing 

and 1000 legitimate). 

2. Machine learning 

The author [15] devised an Adaptive Neuro-Fuzzy Inference System- 

based resilient approach with integrated features for detecting and 

protecting against phishing attacks. Meanwhile, authors [16] introduced the 

Phish Bench benchmarking framework, enabling examination and analysis 

of current characteristics for phishing detection under various test 

conditions, including unified framework design, datasets, classifiers, and 

performance metrics. In [17], the authors proposed a phishing website 

detection approach based on Particle Swarm Optimization (PSO). Their 

method suggests utilizing PSO to weigh different website features, leading 

to enhanced accuracy in identifying phishing websites. The proposed PSO- 

based website characteristics aim to identify distinct aspects of sites, 

considering their significance in distinguishing phishing from legitimate 

websites. Additionally, in [18], researchers presented research focusing on 

feature selection for identifying phishing websites, claiming to have 

obtained the 47-feature phishing email dataset from paper [19]. 

3. Scenario-based 

In their paper [20], the authors outlined several approaches to detect 

phishing attacks. They conducted a comprehensive review of existing 

methods, including ML-based, NML-based, NN-based, and behavior-based 

detection approaches. Using stick phishing as a model, they demonstrated 

how their proposed technique operates and evaluated the learning outcomes 

of the game based on observational data gathered from students' interactions 

[21]. Additionally, they highlighted the potential benefits of this 

information for the general public in terms of preparing for and preventing 
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phishing attacks, as well as implementing policies to mitigate further misuse 

by phishers. 

Hybrid learning based 

The author [15] suggested a hybrid threat detection approach that 

utilized SHLR. A three-step procedure was suggested by the authors: (1) 

The majority of websites disclosed in a search query's results are legal if the 

web page domain matches the domain name of the websites found in the 

query's results, and (2) character characteristics' heuristic criteria are legal. 

(3) A machine learning model to determine whether the internet page is 

legitimate or a phishing attack. To detect a phishing effort, the authors [22] 

used LR, DT, and RF techniques, and they believe the RF is a [23] much 

superior way of detection. 

Countermeasures: 

A. Ontology: 

Ontology is a model that represents a set of concepts in a certain field in 

addition to the semantic relationships between those concepts [24]. 

Modeling new terminology, phrases, or expressions used in phishing emails 

as concepts and semantic connections in an ontology might help identify 

them. Phishing scams are getting more complex. The textual information 

used to launch the assaults is mutated in particular, making it harder to 

categorize them using traditional anti-phishing measures. Phishers, for 

example, frequently modify the text of phishing emails to prevent detection 

when confronted with traditional content-based defenses [25]. 

However, if the semantic linkages between ideas are well specified, the 

chances of identifying new types of phishing emails may improve. By 

recognizing meaning-based signals pointing to phishing and reasoning 

about phishing, ontological semantics can improve natural language 

understanding. To date, ontology has been used in only a few anti-phishing 

strategies. To increase the accuracy of classifier-based anti-phishing 

systems, this author [26] presents an ontology-based approach. 

If the generated properties match those of known phishing emails, the e- 

mail is passed to an ontology, which then combines a set of related ideas in 

the detection process [27]. Create a knowledge representation system that 

can identify between different types of fraud, such as phishing. 
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B. Honeypots: 

These are security devices whose value is consequent from their 

capability to be probed and hacked. Honeypots are frequently set up as a 

trap to collect suspicious information. They are set to gather info on hackers, 

develop outlaw databases, and/or block suspicious sites. To contest 

phishing assaults, many honeypot-based methods have been developed 

[28]. The main concept behind these methods is to intentionally offer 

phishers honey tokens that appear to be authentication data (e.g. 

fingerprinted credentials). 

C. Client-server authentication 

Client-server authentication between clients and servers is used in client- 

server authentication. The simplicity and robustness of this technique are 

advantages. Mutual authentication has been performed using a trusted 

device such as a smartphone [29]. This method not only reduces the reliance 

on users during the validation process but also provides protection against 

other types of attacks, such as Man-in-the-Middle (MITM) attacks. 

Additionally, an Identity-based Signature Scheme has been employed to 

enhance the security of email transmission. 

D. Email-authentication 

This approach targets the enhancement of phishing attacks at the email 

level. The fundamental concept is that if recipients do not receive a fake 

email, they are less likely to fall victim to fraud [30]. Phishing emails are 

often detected using filters and content analysis tools before reaching 

recipients. For instance, training filters like Bayesian filters can effectively 

block a significant portion of phishing emails [31]. Moreover, companies 

like Microsoft and Yahoo have developed email authentication methods 

such as Sender ID and Domain Keys to verify the legitimacy of received 

emails and prevent sender information spoofing. Widespread adoption of 

these techniques could help reduce the volume of spam emails being sent 

[32]. 

E. Browser-integrated tools 

Phishing detection mechanisms often involve comparing the URL of a 

webpage in the address bar against a blacklist of known fake site URLs. In 

browsers like Microsoft Internet Explorer (IE) 7, the address bar turns red 
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to signal the loading of a malicious page. Additionally, academic tools like 

Spoof Guard and Pwd Hash [33] are recognized for their integration into 

browsers to mitigate phishing attacks. Spoof Guard [34] detects phishing 

signs such as disguised URLs by scanning online pages. Pwd Hash [35], on 

the other hand, generates domain-specific passwords that can't be used on 

any other domain. 

Future work 

Phishing is a gateway for malware and ransomware of all types. 

Ransomware is used in malware assaults on businesses, and ransomware 

operators demand a large ransom in return for not releasing stolen data, 

which is a new trend in 2020. Phishing schemes in 2020 are preying on 

unprepared users by imitating COVID-19 and healthcare-related 

institutions and individuals. Instead of thinking about reactive ways to battle 

once a phishing attempt has occurred, it is better to secure doors at our end 

and be proactive in defense. An automatic reporting function can be 

included so that phishing assaults are reported to the organization from the 

user's end, such as a bank or government agency. 

Conclusion 

Finally, this article demonstrates that phishing is a present and important 

global issue. Phishing is still one of the most common malware infection 

vectors, the most common way of breach infiltration, and the most common 

method of social engineering assaults. There's also the concerning trend of 

the number of phishing sites found towards the end of the year increasing. 

2019 had the greatest levels of activity since 2016. As technology evolves, 

the scope of phishing vectors is expected to widen, presenting new 

opportunities for malicious actors to exploit. These bad actors will likely 

innovate and employ novel methods, such as utilizing voice assistants like 

Amazon's Alexa for sound squatting, to conduct more sophisticated 

phishing attacks. This research indicates that phishing attack services are 

available to anybody for a fee. From the ancient to the cutting-edge, a full 

overview of the many types of phishing efforts is provided. Each type of 

assault is thoroughly detailed and addressed. 
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