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Abstract

Cyber threats are increasing day by day as internet is becoming more and
more popular. In current digital era, online use of banking transactions and
other e-commerce activities open the door of online theft. Different types of
cyber-attacks being launched keeping in mind the current digital scenario.
A man in the middle attack (MITM) is the most widely held attack. MITM
attack is the type of attack in which communication between two parties are
interrupted either on LAN or internet without knowledge of both parties. In
this survey paper, basic understanding of MITM attack and types have been
discussed after reading most of the research of some past years. Introduction
regarding tools for execution of MitM attack is also the part of this survey
paper. Basic inspiration to write this paper is to present MITM topic in such
a way that would be helpful for readers to understand and to familiarize the
topic.

Keywords: man in the middle attack, mitm attack, cyber-attacks, cyber
security, common attacks, cyber Threats

Introduction

A man-in-the-middle attack (MitM) is a cyber-attack where an attacker
positions themselves between the communications of two parties without
their knowledge [1]. This attack involves three players: the victim, the entity
the victim is communicating with, and the "man in the middle™ who intercepts
the victim's communication. Crucially, the victim is unaware of the presence
of the intermediary, allowing the attacker to eavesdrop on the communication
undetected [2].
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Party 1+ * Party 2
MAN in the middle.

MitM attacks can be classified into two categories: those aimed at reading the
contents of a message, which is known as a confidentiality attack, and those
aimed at altering the message or modifying communication, known as an
integrity attack [3]. These attacks can take two forms: physical proximity to
the target or the use of malicious software or malware [4].

The primary objective of a MitM attack is to steal information such as
login credentials, debit/credit card details, or sensitive data, or to modify
information for malicious purposes. Cybercriminals typically execute MitM
attacks in two phases: interception and decryption [5]. Interception involves
capturing encrypted data, while decryption involves decrypting this data to
read and manipulate it [6].

Various techniques are employed in MitM attacks, including IP Spoofing,
ARP Spoofing, DNS Spoofing, HTTPs spoofing, and SSL hijacking. These
attacks often target communication layers such as the OSI and GSM
networks, exploiting vulnerabilities in these channels for unauthorized access
and data manipulation. [7].

Table 1
OSI Layers Data Link ARP Spoofing
Presentation SSL Decryption
Transport and Network IP Spoofing
Application DHCP Spoofing, DNS
Spoofing
Cellular GSM FBS Type
networks UTMS
JCAI
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Types of MitM
A. 1P Spoofing

It’s a type of attack in which attacker changes the IP header’s source
(false source IP address) to hide the identity of request sender. This type of
spoofing is done for different malicious activities without detection [8].

B. ARP Spoofing

ARP spoofing uses disadvantage of ARP (Address Resolution Protocol)
protocol i.e. its stateless nature. ARP protocol is used to map IP address
with MAC address. ARP protocol uses its ARP cache to store this mapping.
When a device wants to send message to other device, it checks its ARP
cache either mac address against device IP exists or not. If MAC address
exists, message sends otherwise a broadcast message is sent to all devices.
All network devices check their MAC address [10]. If it does not match,
message is discard. If MAC address matches, that device sends a response
message to sending device that contains MAC address. In such way both
devices update their ARP cache. Now these ARP messages and replies can
be spoofed and there is not record maintain of ARP messages [11]. ARP
Spoofing or ARP cache poisoning is a technique that forges fake ARP
request or ARP reply. ARP Spoofing is a type of malicious attack in which
linkage of an attacker’s MAC address with the IP of target computer or
server is done by sending incorrect ARP messages. With the help of ARP
spoofing, an attacker disrupts data frames, modify these frames, modify
network traffic or stops the traffic [12].

C. DNS Spoofing

DNS Spoofing also referred to as DNS cache poisoning. It is the act of
entering false information into a DNS cache so that DNS queries return an
incorrect response and users are directed to wrong websites [13].

D. Session Hijacking

A session hijacking attack occurs when an attacker gains control of your
internet session while you're engaged in activities like checking your credit
card balance, paying bills, or shopping online. Typically, session hijackers
focus on browser or web application sessions, exploiting vulnerabilities to
seize control of your ongoing online activities [14].

JCAI

Journal of Computing and Atrtificial Intelligence Volume 1, Issue 2, 2023



1)
2)
3)

Survey Understanding Man-in-the-Middle (MITM) Page |64

Research Methodology

This research material is collected for survey after evaluating the best
research papers.

A. Research Obijectives (RO)
The foremost goals of this study are:

RO1: Initial focus of this research is to collect understandable data about
man in the middle attack and its types from different sources

RO2: How to prevent from different MitM attacks
RO3: Overview of tools used for execution of MitM attacks
B. Search Scheme

In any survey, a search plan is prepared which requires description of a
search string as a main part [15].

Table 2
Search string INCLUSION and exclusion criteria

Sources Search String Context
IEEE Xplore, (“Cyber Security Threats” OR Security
Science Direct, “Cyber Security Attacks” OR Attack

Springer Link, “Cyber Threats”) AND (Man in the

MDPI, and IGlI middle attack” OR “MITM” OR

Global “MITM attacks”) AND (“Spoofing

attacks” OR “ARP spoofing” OR “IP
spoofing” OR “DNS spoofing” OR
“Session Hijacking”)

Inclusion criteria parameters
All papers published in Conference and Journals are included
All published papers included among 2012 to 2022

Any paper targeting to MitM attacks, ARP OR ARP Spoofing attack, DNS
spoofing attacks, session hijacking etc
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Exclusion criteria parameters

Papers published before 2012

Papers not written in readable format and language
MitM Prevention Techniques

A. 1P Spoofing

It is very difficult to end users to detect IP spoofing. However different
network monitoring tools are used to detect while detecting packet filters
[13]. Some common techniques are mentioned in Table 1&2.

B. ARP Spoofing

Following different techniques are used to mitigate ARP spoofing attack.
These techniques are found in different research papers. Some common
techniques are mentioned in Table 1&2.

1) Stateful ARP cache and a fuzzy logic controller technique introduced
by Zouhier Trabelsi et al. [2]. Similar proposal from Tripunitara et al.
[3]. came in which requests and replies of ARP are maintained in
separate queues.

2) S-ARP (Secure Address Resolution Protocol) technique in which each
host has a public and private key pair distribution by AKD
(Authoritative Key Distributor) introduced by D.Bruschi et al. [4]. To
mitigate ARP Spoofing, all the messages are digitally signed by
sender.

3) One Man in the middle attack solution proposed by G N Nayak and S
Samaddar [6]. More than one entries against same IP and MAC address
are removed from ARP table by using another secondary cache.

4) G Jinhua and Keijian introduced new scheme for ARP spoofing attack
detection by using ICMP protocol [5]. This new scheme is an algorithm
that uses ICMP protocol to detect malicious packets. These malicious
packets perform spoofing attacks send by an attacker. The algorithm
collects these ARP packets for analyzing its nature. After analysis, this
algorithm replies ICMP echo request packet to check host is malicious
or not according to its response packet [16].

C. DNS SPOOFING
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Domain Name System Security Extensions (DNSSEC) verifies data
integrity and origin. Actual DNS not capable of doing this. DNSSEC adds
a cryptographic signature to the entries [17].

D. SESSION HIJACKING

Use VPN for mitigation of session hijacking. Some common techniques
to avoid also this type of attack is mentioned in Table 1&2.

Table 3
Common MitM Prevention Techniques

1 Avoid Public wifi or all other wifis that are not password protected

2 Install reputable security software on your devices and make sure to update it on
regular intervals

3 Avoid clicking on any malicious link about which you are not sure to be safe.
Session hijackers may send emails that contain different links to click

4 Be ware of site security. Reputable institutions, companies and banks properly
monitor their websites security

5 Avoid to browse / download data from non secure website i.e. Use only https
website.

6 Immediately logging out of a protected applications specially banking/emails etc
when it’s not in use

7 Not use open sysems like cafes,lodgings when conducting sensitive financial
exchanges.

8 Using SSL encryption to establish a secure connection channel.

9 For Site administrator, includes TLS, HTTPS schemes, antivirus frameworks

furnishes its clients with a streamlined end-to-end SSL/TSL encryption as
component of its suite of security administrations.

Tools for Launching MitM Attacks
Ettercap

It is very comprehensive tool for packet sniffing and ARP cache
poisoning. It can perform different functions including MAC and IP based
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sniffing, launches DoS attack, intercepts and modifies packets, decrypts
passwords etc. It is also used to capture passwords and other personal
sensitive information. Ettercap has a good GUI interface with command line
interface also. Emulation of Man in The Middle Attack, credentials
capturing, ARP Spoofing, DNS spoofing and DoS attack possible with the
help of Ettercap. Ettercap is available with Linux and Unix-variant
operating systems such as RHEL, CentOS, Ubuntu, Kali, Debian, Fedora,
NetBSD and Solaris etc [18].

Dnsniff

Dsniff tool is also used for network traffic and analysis with strong
penetration testing. This tool monitors a network for accessing credentials
such as passwords, emails, files etc. arp spoofing, dns spoofing and mac
spoofing let the attacker sniff through the network traffic with out
knowledge of the user about it [19].

Ssstrip

In this scenario, the attacker compels a victim's browser to communicate
with them in plaintext over HTTP, intercepting and altering the content
from HTTPS servers. This is achieved through a process known as SSL
stripping, where the attacker modifies HTTPS URLs to HTTP URLs,
allowing them to intercept and manipulate the victim's communications.
[20].

Mitmproxy

It's an interactive console tool designed for analyzing and reconfiguring
user HTTP traffic [21]. What sets it apart from mitmdumep is its capability
to retain the flow of HTTP traffic in memory for sample testing [22,23].
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Table 4
MitM Types and Their Defenses (Summary)
Type Defenses
ARP Spoofing  Secured LAN
Static ARP Cache

Third Party ARP traffic monitoring System
DNS Spoofing  Secured LAN

IDS/IPS

DNSSEC (Domain Name System Security Extensions)
Session SSL encryption of secure a connection channel
Hijacking Logout functionality for session termination

Passing authenticated cookies over a secure HTTPS
connection

Regeneration session IDs for every successful login

Conclusion

This survey paper presented a discussion of MitM attacks, its types and
different technigques through which we can save ourself from different MitM
attacks. Although complete saving from MitM attack is not possible
however our discussed points will help to minimize the threat of such
attacks.
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