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Abstract

Popularity of cloud computing is increasing day by day in the domain of
information technology. It provides a lot of services utilizing resources that
are dynamic and scalable. It enables users to cut their costs and also ease of
utilization. Small as well as large enterprises are now inclined towards cloud
solutions to enhance their services and businesses and also to easily
integration with other enterprises. Even there are a lot of benefits that
businesses achieve with cloud computing, however still some of the users
are not comfortable to place their sensitive and private data on cloud due to
security issues. The type of sensitive information may contain any personal
identification information, government data, personal health information or
emails etc. Because of that there is a need that cloud computing addresses
the security issues during data transmission of sensitive information when
shared on public environments. The type of security issues cloud computing
is dealing with include; data privacy, data misuse, cyber-attacks or any other
malicious attacks resulting in security breach. The intent of this paper is to
highlight the issues in cloud computing related to security and to discuss the
solution to deal with security issues. A secure architecture is presented in
this paper that when applied secures not only the data transmission over
cloud but also secure the data storage and enables authorized access.

Keywords: cloud computing, cyber-attacks, data privacy, malicious
activity, secure architecture.

Introduction

The Cloud Service Provider provides security on cloud computing by
employing solutions likes firewall and also virtualization. Although these
mechanisms provide a level of security, but data cannot be considered
completely protected. Another solution is encrypting the private data.
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However, with encryption there is an issue because of increased overheads
in communication to access cloud. These are the reasons that cloud requires
secure mechanisms for management of data and its storage so that
authorized and controlled access of data can be maintained and the issues
related to confidentiality and privacy [1].

A. Cloud Data Storage Challenges & lIssues

The service providers of cloud computing are able to access any data
saved on cloud, they can manipulate data and also perform malicious
activity like delete data, change, or make a local copy of any client data.
Lack of control on data lead to many security issues. Figure 1 explains all
the security issues faced by users working with cloud computing [2].

B. Data Recoverability

In cloud computing, there is dynamic on request resource assignment
given to users through resource pooling. Due to that the resource that is
assigned to one user can be at a later point of time be assigned to any other
user. A malicious user can utilize data recovery techniques to access the
data of the previous user from memory [3].

Figure 1
Security Issues in Cloud Computing
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C. Data Backup

Keeping backup of data is also important in cloud computing. The
service providers regularly take backups from cloud data storage to be
utilized in case of any disaster. Backup of data should also have applied
security guidelines so that any malicious user does not perform any data
tampering on the data backups or get unauthorized access [4].

D. Data Privacy and Integrity

As it is discussed that there is need for cloud computing to make sure
that the data integrity is maintained along with the privacy of data and
confidentiality. Due to ease of use of cloud computing, the number of
applications hosted on cloud is increasing as well as users accessing data.
Because of this exponential growth in cloud computing, there are chances
of increased security threats too. Even if there is security breach on a single
data entity, then the entire data on cloud becomes at risk and can have
unauthorized access [5]. This violation of data integrity loses the cloud
computing multi-tenant feature. In addition to these issues, access of data is
also a concern because of data transformation among multi-tenants. Also,
virtualizations lead to sharing of physical resources in between different
users. That is how the malicious insider attacks can be targeted by CSP. So,
the malicious user is very easily able to access and compromise any other
user data when accessing their own data. The security risk is increased even
more when a third party is outsourcing the user’s data by CSP. Encrypting
data on cloud using public/private key is also not up to the mark [6].

Background
A. Cloud Security Issues

Cloud computing allows users to have on request access of network and
data and shared resources like applications, services and storage. These
resources are provided to users with much convenience and much less
interaction of service provider [7]. Following are the security issues being
faced by service providers and the users access cloud:

1. Data Storage is an issue where the CSP might scan or access
user’s data for commercial interests.
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2. Selling private and sensitive data to third parties without taking
any consent from users [8].

3. Accessing data is also an issue as the cloud servers and the users
do not belong to the single trusted domain [9,10]. This makes it
easier for the hackers to breach into the system. The server
cannot be fully trusted to enforce and manage access and user
information.

4. Another issue is the law issue, where government bodies can
very easily access information from third parties without the
consent of data owner. CSP can share user’s data to these
agencies to identify any fugitives, violations of copyrights or
any other required information by such agencies [11].

B. Mimesis Aegis (M-Aegis)

Mimesis Aegis (MAegis) is a preserving system for privacy that is
intended to provide better protection of privacy for the user’s data on cloud.
MAegis is regarded as the newer approach that is applied to maintain data
privacy and preserving the user experience. This is achieved by creating a
new conceptual layer Layer 7.5. This conceptual layer is actually introduced
between the application layer, with is Layer 7 and the user layer which is
the Layer 8. This conceptual layer 7.5 acts as a transparent layer operating
on top of the application Uls. It intercepts the plain text from user input and
after that transforms it to the application layer. Similarly, the output from
the application is first transformed by this layer before converting it into
plain text and presenting it to user [12]. This way an end-to-end encryption
can be achieved through MAegis by completely segregating the data and
the business logic from unauthenticated bodies. E2EE is also another
solution to solve such data privacy issue. However, the law issue and
storage issue in cloud computing still exists even with the implementation
of MAegis [13,14].

C. Controlled Functional Encryption

Controlled Functional Encryption (CFE) is fresh and new technology in
the cloud computing. The basic model of CFE uses the authorization key of
the user (client) to access the encrypted data on the cloud. But in the advance
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computing whenever user (client) request for access the data needs a new
key every time. This key has encrypted data which used to access to the
information on the cloud. For the records holder, they subsidize their
information with attached access policy restrictions [15] (e.g., number of
periods it can be recycled in a calculation) to the structure only once and go
disconnected [16].

Proposed Solution

We are using different components in our purposed architecture like a
public cloud, central authority, data user and the owner of data. In case the
user wants to perform any operation, function or evaluate the data in the
public cloud of any data owner, first the data uploads on the public cloud
with specific parameters defining authorized users to access data with
frequency of how many times data can be accessed. System central
authority plays an important role and is fully trusted. The owner of data
trusts on central authority for controlling access and enforce policies that
are applied on cloud data. Central authority ensures what type of operation
can be performed on cloud data.

A. Flow of the Architecture

Data owner has three layers like conceptual layer (L7.5) which
communicates among the user and application layer (L7), (L8). When data
is uploaded by data owner with different specifications/parameters the
conceptual layer intercepts and transfers this plain text data to the central
authority. When central authority gets this plain text and encrypt it and
convert it to the cipher text. Then this central authority sends this data-to-
data owner and data owner send this cipher text to cloud using the
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Figure 2.

Secure Architecture for Cloud Computing

application layer. So, data user first request to the central authority. This
request is called ‘Key request’. Then central authority checks from
parameters which is sent by data owner with data and ensure that is the key
issued to this user or not. And if key is issued user can download descriptive
data and process it. First user decrypt it and then can use.

B. Cryptographic Modules
1. Key Manager

This key manager in central authority is responsible for the whole key
process that is specified by the data owner through policy parameters. In
these policy parameters, data owner defines access protocol that what type
of user can access data and how many times. In this key manager there are
different types of schemes. Complex password scheme and a simple
password base KDF (key derivation function) are two such schemes.
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Complicated password base scheme ensures the authenticity of a user.
Simple password base KDF are used to create symmetric keys as the default.

2. Searchable Encryption

Searchable encryption is of many types. In proposed secure architecture
for cloud computing, we are proposing searchable encryption in cloud
computing. The type of searchable encryption used in proposed solution is
mSSE (multi-user symmetric searchable encryption). mSSE is beneficial as

Figure 3
Searchable Encryption in Cloud Computing

Search

Cloud server

Outsource/update
data
Users'
management Results
Authorize ”x n

Data owner User

it is efficient and secure. In mSSE owner of data outsource their files to
cloud. The data user or group of users authorized by data owner can
download files and perform any data processing by generating search token.
User decrypt files by using decrypt key and unique key. Cloud sever
authenticates the token and present requested results to user.

Conclusion

In this paper issues of cloud computing related to security are discussed
with the possible solution in the form of secure architecture for cloud
computing. With this secure architecture data owner can outsource their
files or data to cloud without worrying about security and data privacy. Only
authorized users would be able to access their data, download and
manipulate it. This way any malicious user even if get access to cloud would
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not be able to access other user’s data. This way the integrity, confidentiality
and privacy of data storage on cloud can be maintained.
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